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Abstract

In recent years, the number of cases in which vulnerabilities are exploited or
illegally stolen accounts are exploited as initial attack routes has increased. In
addition, the time between the initial intrusion and the achievement of the objective
is becoming shorter. In light of these trends, the importance of countermeasures for
“how to handle incidents after a breach” is increasing, while the importance of
countermeasures for “how to protect the organization from the same perspective as
the attacker” is also being discussed more and more. In the industrial world, “attack
surface management,” an attempt to prioritize vulnerabilities to be addressed based
on information collected from outside, has been actively discussed, introduced, and
operated. On the other hand, universities and academic research institutes have
limited resources, and it is difficult to manage the devices and user accounts of
stakeholders related to each of the various systems on campus in as much detail as
companies do. Therefore, in this survey, we will share the results of an actual
survey of “attack surface management” tools and examine the requirements for
effective operation.
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