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--/etc/postfix/main.cf--

mydestination = sendmail.kuins.net, sc-filt.kuins.net,
mailrelay.kuins.net

mynetworks =

relay_domains = kyoto-u.ac.jp

smtpd_relay_restrictions j

smtpd_client_co

smtpd_client_co -

smtpd_client_recipient_rate

smtpd_client_message_rate_limit = 10

= reject_unauth_destination
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--/etc/postfix/main.cf--

mydestination = $myhostname, localhost

mynetworks =

relay_domains = kyoto-u.ac.jp

message_size_limit = 25600000

smtpd_milters = unix:/run/milter-greylist/milter-greylist.sock,

unix:/run/clamav-milter/clamav-milter.socket, unix:/run/
opendkin/opendkim.sock, unix:/run/opendmarc/opendmarc.sock
, unix:/run/spamass-milter/postfix/sock
milter_default_action = accept
relay_recipient_maps = regexp:/etc/postfix/relay.regexp
transport_maps = regexp:/etc/postfix/transport.regexp
smtpd_relay_restrictions = reject_unauth_destination
smtpd_sender_restrictions = reject_unknown_sender_domain

--/etc/postfix/relay.regexp--
/@example.kyoto-u.ac.jp$/ smtp:[192.0.2.1]
--/etc/postfix/transport.regexp--

/@example .kyoto-u.ac.jp$/ smtp:[192.0.2.1]

/.*/ smtp:[203.0.113.1]
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--/etc/postfix/main.cf--

mydestination = $myhostname, localhost

mynetworks = [recipient server]

header_checks = regexp:/etc/postfix/header_checks.regexp
minimal_backoff_time = 300s

maximal_backoff_time = 600s

maximal_queue_lifetime = 660s

bounce_queue_lifetime = 660s
default_destination_rate_delay = 30s
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--/etc/mail/greylist.conf--

socket "/run/milter-greylist/milter-greylist.sock" 660
peer 192.168.xxx.1

peer 192.168.xxx.3

peer 192.168.xxx.4

greylist 30m

timeout 4h

autowhite 5d

subnetmatch /24

racl whitelist domain /.../

racl greylist domain /~\[.+\1$/ msg "S25R rule 0"

racl greylist domain /~[".1%[0-91["0-9.]1+[0-9].%\./ msg "S25R
rule 1"

racl greylist domain /~[~.]*[0-91[0-9][0-9][0-9][0-9]/ msg "S25R

rule 2"

racl greylist domain /" ([".1+\.)7[0-91[".1*\.[".1+\..+\.[a-2]/
msg "S25R rule 3"

racl greylist domain /" [~.]*[0-9]\.[".]1%*[0-9]1-[0-9]/ msg "S25R
rule 4"

racl greylist domain /~[7.1%[0-91\.[".1%[0-9]\.[".1+\..+\./ msg
"S25R rule 5"

racl greylist domain /-~ (dhcpldialup|pppllachrsvx]7dsl
)[~.1%[0-9]1/ msg "S25R rule 6"

--/etc/clamd.d/scan.conf
LocalSocket /run/clamd.scan/clamd.sock

--/etc/mail/clamav-milter.conf--

MilterSocket unix:/run/clamav-milter/clamav-milter.socket
ClamdSocket unix:/run/clamd.scan/clamd.sock

MaxFileSize 25M

OnInfected Reject

--/etc/opendkim.conf -~
Mode v
Socket local:/run/opendkim/opendkim.sock

--/etc/opendmarc.conf--

Socket unix:/run/opendmarc/opendmarc.sock
SoftwareHeader false

SPFIgnoreResults true

SPFSelfValidate true

--/etc/mail/spamassassin/local.cf--

clear_headers

add_header all Flag _YESNOCAPS_

add_header all Status _YESNO_ score=_SCORE_ required=_REQD_
tests=_TESTS_

add_header spam Report _REPORT_

add_header spam Level Spam

normalize_charset 1

--/etc/sysconfig/spamass-milter--
EXTRA_FLAGS="-m -r 15 -P /run/spamass-milter/spamass-milter.pid
-- -s 25600000"

--/etc/sysconfig/spamass -milter -postfix—-
SOCKET="/run/spamass -milter/postfix/sock"
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