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HOHIZEA Yo7y PR EO L LTOEMKELEHL TV 20b 5T, MUNCAMTETHWRNZ
Bz, ATy PRI L THEHEORREOREIIFEETHZ. HEAINMHEIREIhZ i

<, WSEMGHTNCME I NPT T572012,

CIREDEICMEZ LS I VDI ERTIENTES

security.txt 23H 5. FERORBERNZILET 270, AL TIE AXIES ZEITHERENTHEIREEZNRIC,

security.txt OREFME ILHMATICTOWTHE L EM L 7.
ik, IERBTIE 0%, BUPRBETIE SHMTDH D Z OB TRESI N TRV L2905 .

Y security.txt DFRHIREMITDRHM S Z & & HifF

IEL®HIC

AT EX 2V T4 A>T PBRELT
B, FOEZLIETRATLOMEFEEIH - 729 4 N —
KBTHD. 207D, WMIGMENDHIHIZT A N—IK
BoWEr/ NS 32 L TEETHD, YRAT7 L0
92 ER LT\ 25T 0 © WES91ESE R 2 2 0
Fons X5, B ERE L TERENND .

AHICE 5 A 24 HATTXEES 59 5 “RHFAFIC
BIFRZVAN—LF 2V 74 0RFEDEIZDONT
GEHED " WHDOE, 4 ¥ F Y MG EITS CSIRT
(Computer Security Incident Response Team) DEk
EPED SN TED, 2018 FFERFFICBWT, TXTOD
EZ K12 CSIRT R E SN T WS i) 1Th, KNI
K#, FAKRZIZBNTHREDEATNWS. CSIRT
&, aYa—&tXa2 V740200547
LT 2720 DF — DM THD, £ T
BEEE G, MEgotEmga, WEBTIRNHZ HICIE
ML, MR FIEORE R L OE#HZ T 5 Z & T,
REPHMATDEF 2V 7 4 MICOHUDLR 2% E %2
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Z DFEHR, HYNT security.txt Zi%E LTV
AR

/- 3E CSIRT AN O M gg et i 2175 7 —
LTH 27, MsgErRE SIS EIE, CSIRT
ANHREIND ZEDEF LWV, RECLSo T AT
LOMEFIENFER I N LT, @YRlELe R
DB ZEDBEZ TRV eE L, ZOMRE,
RENMsaterms Thanz eiddbirirv. Z
D=8, MaggrEz R IEYR IR el HiEE A
HE3 i, HBOVAN—EX2 VT4 ZEDS
T, BEAZERD—DOTH 5.

RFC 9116 &, W& M2 AEZITMETE S
X212 T 27012, WIMSHSUENTATRERIEATH 2
security.txt ZEFEL TS 2. 2vyPa—%+t
XaVT 44Ty MIWHIET 2 IHRIBEERETH
% JPCERT/CC %, security.txt IZ2WT, BIF
DREERLTWRE

JPCERT/CC ¥ L Ti&, EMIZ security.txt) %

*1 https://www.nca.gr. jp/outline/about . html
*2 https://blogs. jpcert.or.ip/ja/2023/11/rfc-9116-
follow-up.html
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BATARENEZAZLT. (HFALAFI4 2012
X 2 @ I LA T B Ma 551 B E RS E )
Wb N TEEETLWIRNICR 2 2 EXT
Wk g,

CSIRT i34 > 7 ¥ P XIGEO L LTOERELH
T5Zenn, BN S ORETEERE OZNED
THHERNETHY, TOHIEFE L HELEZHRL
THEAS 2 ZLIZEERIETH .

UEoERD»S, WroWILr LV —TTiE, EAR
B % RFC 9116 ORISR ZFHEL TV 5. AEE
T, RZICT #Eip#a (AXIES) OIEREHB X
CEBIZBIZDWT, RFC 9116 MIGRIT OFRERER
EHET 5.

2 %
2.1 security.txt

security.txt FHMBABEHE DX 2V 7 1 FIRE
TR A& BT DWT, WA FED D 2 HHZ 12
L, MassthrREFER L ZMIIEIC O W TOER
PRELRITLTE-DDTFFRA NI A LTHD,
RFC 9116 2] TERSN TV 5.

RFC 9116 T, RO ITRT 8 DDIEH % it#knTHE
THb, STHHDW, Contact ¥ Expires {ZHEIEH
TH5. %/, secutity.txt i& OpenPGP 2V 77
FRAMBHEMHALTTOANVEBHLT 5 Z e B HEREX
NTHY, TYXVEXRRMERT 258
ZHEAT 2 e RIS ATHS. IhsDEREE
AT FALT7 74 % security.txt D7 7 A L%
T, RXAL V8 F=EIP 7 FLAD/ . well-known/
NRZAPRZEI»PRINERL RV, DF D
https://example.com/.well-known/security.txt
WKEEXNE., £/, TOT77A4LANDT7 7R
Wi, “https” AF—2aZEHLRTNEZ ST,
Content-Type & “text/plain”, 7 7 # L ® charset
X “utf-8” TH2ZBEDLNTNS,

M (& Turnt Up Technologies # X &t @
security.txt il LT3 . RABHHEHTDH 3
Contact 121 mailto A F — 2% HH L7z URI TX —
A7 KL ZA, Expires 121 ISO 8601 JET 1 4F
LINOHEDTEE ST W3, Preferred-Languages
TIREFE L HAEMPELHMENTE D, Encryption T
B E# O URI 2/RE N TW3. Canonical TlZ,
security.txt OIEH{L URI 2VRENTED, F7iz,
OpenPGP I &3 TV ZNBEHBITONATNVS

1%, Canonical
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2.2 Well-Known URIs

Web 7 V) r—>a iz koTik, BREITHHI
W2, BETICHETIAXT—XoBlZzHEL Lk
D, MEDEAMNLDHZV Y —RAEROT2720D
HEDBRBBEE LD T 22803 D5. ZDX5R5E
DIFFRD 1 DL LT, FETEMICHEESTZ T -4
Y- XA OGN ZIEET 28T, ZhAHH
I Rom 5 & 512 2 HED B 5. RFC 8615 []
T, ZOBHDEA e LT “/.well-known/” ZF#]
LTED, HEDVY =Y —LRKXT 7 ERT
27.00—BLEAEZRELTWS. flZIX, F
XA V547D example.com THIUE, BEFIDHATIZ,
https://example.com/.well-known/ X 7% 5.

Well-Known URISE (& Internet Assigned Num-
bers Authority (IANA) IZ k> TEHINTED,
Let’s Enctypt 7 ¥ @ HEjFEIAEEHERE ICHE DN
% acme-challenge, OpenlD #IE# % R 3 openid-
configuration, SMTP ¥ — N[Ot * 2V 71+ %
A EX4¥2 MTA-STS @ mta-sts.txt 72 ¥, #47H
BICHHESTED, ZIHEITHIIL 7z security. txt
THAHE ATV S.

3 BEERZE

Poteat 5 1% security.txt 2SHE#E{L X % i
@ 2020 12 Alexa Top 100K website 2% L T,
security.txt OFMEFE L, b7 100 44 +T
¥ 11~16%, £ 1000 ¥4 b Tld 8~10%, Lfi1
YA FTl&3~4%, L6210 594 bTEHTH 1%
DERHARTHZ2 kAL L B]. £, 2O
oo, EioHA MIY, ¥ a2V 74 BEEER
TGN S TEHED, Mo x 2V 7 4 WECRICE
DEFF - TV AAREEZIERH L TV 5

Findlay & 2021 4£iC Tranco YV & b [5] © LA
100 TH A4 MZX LT, security.txt OFEE AL
L, 35 049% LD security.txt ZEHAL TV
BWZ e RS L ().

Hilbig 1% 2021 A5 2023 1251 T Tranco Y

b [6] @7 100 /75 A4 M LT, security.txt
OFEEZIMEL, 4710094 P TIEFEFILT 32.7%
M security.txt ZFALTWVW2 I 2HL2ITL
72 [B]. %72, RFC 9116 & L CTHE#E(L X7z 2022 4F

4 AT BWTIX, security.txt DIRFAIHER L

*3https://www.iana.org/assignments/well—known—

uris/well-known-uris.xhtml
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£ 1 security.txt OFLHEHIEH

HHE BTl

Contact WA, WEgIHR R OBKERZTHL, X—L7 FL X (“mailto”), BFEHS (“tel”),
HAR RO SN = 79 1 D URL

Expires WA, ISO 8601 FEANTELHEL. 1 ERTE DO BRNEAR & #E1E,

Acknowledgements ¥ a2 V7 4 OfassERIHRE L, £00DEIEICH N LR E LI L7z URL

Canonical IEFD security.txt Z&%E LT3 URL

Encryption IS EEICHH TR EESLHHPEUG T % % URL

Hiring RNy Z =Dt F 2V 7 4 BEEDRAERND URL

Policy HagstENBR Y & =535 2 BT~ URL

WA LS N 2 55,

Preferred-Languages

Hash: SHA512

Contact: mailto:security@turntup.co.jp

Expires: 2025-04-01T08:59:59.999Z

Preferred-Languages: en, ja

Encryption: https://www.turntup.co.jp/pgp-key.txt

Canonical: https://www.turntup.co.jp/.well-known/security.txt

iQGzBAEBCgAdFiEEC08bjCHZVABEL1d6/52/nzp8j3sFAmX0eKoACgkQ/52/nzp8
j3u2ewwAu/2sRsID/h9LULr34FPpJ0e7SQNz7bUPVDR/EBdWxXnWD5qugguwgHi
Wer J4AuB272WnKELWUFEp2J7ye35RMny/dG3kat jiIKr918ViuAKpgfpKjjcZfC9
J4GYy4ey85Ho0AbxNK1kr2nxxf1H+xPxS1D0JNSAGyW6QrcsayFKBO65Aag8WrM1
OguyJIx0YzzVIe3nEun8pzfQVueA4HSX6bPDNxvE/DB4AN1hYgRQ2cFnEONeRvIYSE
Tekux/xY4PDqlkDOkfLDm2BCEHsyT3m5KL6nCpMIVsmpUSgJpV1GgvABNS8h/ICh9
URoBmOLioz51f2LkNua7A310URGpRNESnfBEvV+LfedheVHbO4AaAQNfbFaUgbGkZ
mgTs/FTJIL/vgbnY7endWdqpdvEAmgA4XK1CpOvjcAOcKI5Y2xegmygfZ jmOYXFW
a5YT5zXDUB3vL7AKi3FE010T4m8cWmJi8CW3mhyofwy7R01nwI7/Us/N/VIyWc2J
jcZFnMrL

=zLHn

1 Turnt Up Technologies ¥k 211D security.txt

WHEIMLTWAZ e ZRLTWS. AL, ZoRBRNZHET 2. HIZX, ERETDH

LZHRMBRFTHIL, https://wuw.u-tokai.ac.]

4 ERAFE -
i p/.well-known/security.txt "D 7 7t A ZilA

=\

41 F—2tvh

2024 £ 10 A 7 HFF IS B W T AXIES 485
BHINTWIIERE 184 BB X U0EIHRE 101
HoO Web 4 b7 —&ty bel, ZhHIIXL
T, /.well-known/security.txt 2J5LT7 7%

*4 https://axies.jp/about /roster/
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5 EREKT 5.
42 AEFIR

B CihR7= K 51T, FRED security.txt A
HBTHA5 URLICT Z7EAL, ZDOES % R
$5. HITP 27 —X 22— K 200 TH25H,
security.txt DIWNAZHHE T 5. security.txt
WIZKR D ISR LEHENFET 20 2B L, #
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# 2 AXIES IER2HOFARR

security.txt &t

HY 0
%L 186

# 3 AXIES =B oifREHER

security.txt JHH i
»Hb 13
Contact 13
Expires 11
Acknowledgements 7
Canonical
Encryption
Hiring 8
Policy 10
Preferred-Languages 8
%L 88

ELLLBARIIZORRBNEZNET 5. 22T,
security.txt OFMDYEREHEL, RTF—XRa—
R23200 TH Y, 2D, ZONFIIERDD STHEF 1
HETHEEDS DU, “DD” LHET . AFEE
2024 F 10 B 7 HICSEM L /=.

5 WRBELUVEE

51 #ER

AXIES [EXB ¢ AXIES BHIRBOH#HEMR T £
hezn#kn, £BITRT. £B XD, AXIES HiRE
101 A 13 e B W T, security.txt ZHERT 3
ZEMTER. 2055, HHEHETH S Contact &
Expires DM G OHEMNFELDIF 11+ TH D, #
IR UIZ B W T Expires 2588 L TWR D 2 72D,
SHTHo7-. B, s 8+ITH LT validatorE
THFEL 728 25, 1 & charset 2% “utf-8” Tl
< “i80-8859-1” THho7z. £/l2XDIWIRITLED,
AXIES [E2 B 184 #§BIICB W T, security.txt &
WINHIERTE R D o 7.

52 EE]
521 FAEHRICOVWTOER

Expires @@ L TW7 3 fLic>ow T,
security.txt RO L AR Y ANy Eh 5 “last-

*5 https://github.com/DigitalTrustCenter/sectxt
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modified” #MEFE L7722 25, 1 #HIERERLA»S 1
FELNOBFEMIIRZHEL THREBE LD DL Bz
Lz, ED®, WYNIHRHIRZ EHE T ITHRE
LEMRTHZEEZONS. 2z owTiE, 1
#4i% “last-modified” & Expires & DZH 1 £ ET
B o t=h3, “last-modified” 12 X AUFIEHE(L AT DR E
Thotz. bS5 1ITOVWTIX, Expires & D “last-
modified” ODFBRKTH 7. Py, 2hbd
D+LiX Expires Rl LTW2 Z 225, ZOHM
FRI2BWT, Z0 security.txt X TH 2 Z &1
HRELTWRIEXITHS.

security.txt ZFEL T35 b DD, Expires %7t
HL TRV 2HIZOWTD, FRIC “last-modified”
ZHER LI 25, WINLE(LRORETH S &
Bbhr.

H % 111% charset 23 “utf-8” Tld72 { “iso-8859-1"
THho7, RFC 9116 DERD SN TNVEH D
D, security.txt NDOFHZ US-ASCII DATH
D, charset DIEEDN R > TV TH, FEAMNCHEZ
EURVEHITE 5.

522 HEMERELER

XHk B i2REN B K ST, security.txt I,
Google, Facebook, GitHub, LinkedIn, Dropbox &
Wo T BRI US54 v —EXATHRHAZIATED,
%7: BOD 20-0189 5T, KEBURFHEI 21T b
PHREXNTWS., KEVAN—EF 2T - AV
75AM727F v FaV T 4T (CISA) D Cross-
Sector Cybersecurity Performance Goals (CPGs) E
IZBWTH, RESPOND @ 4.C & LT security.txt
DELEZHEIRL THD, LIFD X5 IHERRE N 2178
EZRLTWS.

All public-facing web domains have a secu-
rity.txt file that conforms to the recommenda-
tions in RFC 9116

CPGs 1% “HIMET, EATAIRET, AHICERTE D7,
“BEETOL2 DR T L, MO HEETHIER
WWEET Z272DD TR FHE IR IR 8 H3EEE R
ERoTED, security.txt DEEIE, BHITER
TE, AEMNTHEIXINDIELRVWDDTHSZ L

*6https://www.cisa.gov/news—events/directives/
bod-20-0l-develop-and-publish-vulnerability-
disclosure-policy

*7 https://www.cisa.gov/cross—-sector-cybersecurit
y-performance-goals


https://github.com/DigitalTrustCenter/sectxt
https://www.cisa.gov/news-events/directives/bod-20-01-develop-and-publish-vulnerability-disclosure-policy
https://www.cisa.gov/news-events/directives/bod-20-01-develop-and-publish-vulnerability-disclosure-policy
https://www.cisa.gov/news-events/directives/bod-20-01-develop-and-publish-vulnerability-disclosure-policy
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals
https://www.cisa.gov/cross-sector-cybersecurity-performance-goals

LY oYIRR)

filcd, A FVR, 77V R, A XVT7, KLY,
A=A MFVT, 7Y ROZBHTD security. txt
ZXFLTED, BUMHEISE O HEERKEIIC B W T,
HEINATWE ZeRbh b
523 WREBICHITZHRE

security.txt I%, 2022 4 4 AIC RFC 9116 T
LN THHIAEET 2 FEL LOBARMARGE L T
L0, RBEER» OB L 51, security. txt
ZEREL TV AHMIIKRARE LThRVwZ e300 -
7. £/, ELTVWAHEIIBWTY, HEHEHEN
FRLTW25HER, APIRNEEL TWI5E
Hsh. 5%, 2L DY = 7% 4 +TRFC 9116
TED SNz security. txt BEM LTV Z e
FhE, HTRENERNZ L2 ORBICHE DS L
DIEEERDH 2D DEEZBNS.

security.txt DFERZHR L LT, RFC 9116 @ Sec-
tion 5.8 Ti&, Contact TX—/L7 FLAZRET 3
R EDANLHBOAREMICOVTHMA DD,
FREDAY v P2 T XYy MTOWTHETS 2 BED
EMERINTVWS. LHL, EIHTRLIZED
K,Cmmmmx—w7vauﬂK%,ﬁ%$&ﬁ
H2V 7% A O URI Zil#ll 35 2 L bAHET
b, V=7H% A PZBHWEDER—Y ZE %Lfm
HHMDZLHB Zr2E NI,
BLZWRE-oTZEDVRIDBEE D IEE 2 ITK
{, VRAZayta—VIIARETHZ L \VR 5.

RICHBEROME L LT, FABEMEDL SHRIARD
TMTW2 b DOPHERETETED, EMNZERCS
HERDH B DO EZHNS. HRFOHYFHHEYTR
security.txt ZRELLDDD, ZORITHLEHEHN
B HHEN, Zh LRG| /X HETNITOT
VAW SR I NS, UKL —AIEE
3, CSIRT OO EHICBWTD, FREOMEIELT
TW3ZERELTWS. 2015 FHH 5 D CSIRT
7 —LIZEL T CSIRT 2R E LD OD, ZOHROD
RDZA D &, WY NBEEMTONIR o7 D,
EBERPBZICHR > TV bRy, CSIRT OMMHE
HOERITONTOROATREMESHERIT X 5.
5.2.4 BEYIRERICEITT

security.txt EM L TVWRWVWEEBYX LTEZXS
NBMEERL, FEPH SR TWRY, FREFEEH
BIRWK IR ELREE, BFOMEFELD 270
B ZEREN ENTORY, RENEZILNS.

INBHDOMEE LT, security.txt DRKIRZ D

security.txt %
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BHREZOWTE, ZDXSIKHD EIF28ariEe
LTWL 2R TEIIH S Zo0TIIMEL Z DT
XR2DTRERVIEEZS.

security.txt I SN FHXTHEI N ZLED
H27D, ELWERXTERT 2 Z L BRPRETH
DGENEZOND. TOHEE, Y -1 T v
TL— MR EDOFEMIZED, security.txt DEA%Z
XETES. HlZIX, security.txt OB L IR —
N394 FEBRHZ. £/, validator ¥V — U,
PGP B4 EMNEG T2V K- by — B0 [EL L FE
ENTVED»EMGEFT 2 Y —VEdR vy s 5 5.

REICHET2MEL LT, av7yYERSRT A
(CMS) ZFIHLTED, vz 7P —NEICEEY >
ANEHREBETDEILHRNETHLI5ENEZONS.
il z1%, CMS & LT WordPress Zf#H L T\ 355
1%, Security.txt ManagerE@2325 ¥ 51 2. FIKRIC,
DrupalE3, GatsbyE3, JekyllEE, OctoberFl 72 ¥ 0
TITA D B.

BFOMEFEDH 5729, secutity.txt DB
BRELRWEEZONTVWE I H NS, FHEL
LC, MaggtEd 25237 2 5 H o mEi& & 0 % 4 i
L, BEWAEDER=IRETRZITITITVWE T —2
32453, LhLEDS, EZAECRELEE SIS,
Contact IZIZZD X5 %R=YD URI 2R 5 Z & H
T, security.txt IC& o T, WMEENHRNAD
BT 7B e R BUS TE 20 ThIUL, ZHUIHE
W THHEILNS.

¥/, HATIW, BHMAEHERE PA) &
JPCERT/CC 23, 1Bt ¥ 2V 7 1 BHIZER -
F— v JEI % 2004 EHEMLTED, Y7+
v = 7B Y — v RICE T 2 Mg TR RO fE i
ErEHEENATHE. ZOMEIRELEHNEIATVS
Te®, B MR IE 2 3 2 HEM 2 E T TV
WwrEzohd, LarLl, 2OHA4 KI74 2BV,
Mg R EER O I OWT, BUTD X3 icEhN

*8 https://securitytxt.org/
*9 https://github.com/DigitalTrustCenter/sectxt
*10 https://github.com/oh2fih/securitytxt-tools
*11 https://findsecuritycontacts.com/
*12 https://ja.wordpress.org/plugins/security-txt-
manager/
*13 https://www.drupal.org/project/securitytxt
*14 https://github.com/Vacilando/gatsby-plugin=
security-txt
*15 https://github.com/hahwul/jekyll-securitytxt
*16 https://octobercms.com/plugin/vdlp-securitytxt
*17 https://www.ipa.go.jp/security/guide/vuln/part
nership_guide.html
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TW5.

FRAZ, FER LM EBEEHR 2 IPA 11
HTLEE W, L, EAEPSELDREDZ
ZIANS EREH L TV L REHEEDLA.
EfERETH S 2 HARET T,

DFD, security.txt ERET DT, BEE
POBEEREEZIZ N TE, BPE®R -
F=y I DEEED HRBIHIETES. £
72, BEAZEHS— b F— v TRAAT2ELTH,
T 7Y A MEEEDN IPA DO DOHEREZIT L7290
WiE, Mwabekr Y =7 LICHHRT 2 Z ek
LNTED, ZHUI security.txt ZREBET 2L H
—ODRTH DL WVR5.

WL O DMER E 2T 2R E2 RT3,
security.txt OERIEL TROFEHFL LR oTWVD
HDIE, ZORHEIRILDOTERVILEZEZS.
0 #E Tk 7 JPCERT/CC Dfttic d, HAZRFEHH
HESCHEAZE T EIBHINTED, RiI1HE
ABENEZ TN Z e ZHRF Lz V.

6 HHOHIC

TFxFa2VT A4V T Y PANDORIBIEL T, Mgy
MEFERAE D & DY) 78S 2 32T 5 72 D I BT E#H
RT3 security.txt IZDWT, KR¥ ICT #iE
k= (AXIES) OEREB IUOEBRBICIOWVT,
MR OBURAE L EM L /2. SHEOFAERET
I, YN security.txt ZFEL TWZDIXIERE
TE 0, BUERBTESHTHD, security.txt
OERFFIFFIBNBDTH o7, REIN TR
WA Z S HoteZ b, RESNTWTHEYILE
XTRRVZ Do eh s, BAEEZ LIFTWH
e BRETHZeEZONS. BUTHEFOEE
BEEIICB W THEHRIN TV S security.txt DFHH
MEREHEEMIZAS A TH D, BWATZH g RS 2
TE5ZEHTED security.txt &, MEFFHERE T2
AT LEREEIE DO ERETH D, Al
BEBRE/R LTV e 2HfFLw.
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