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ensl 192.0.2.1,192.0.2.2 192.0.2.254
ens2 172.16.0.252 172.16.0.254
ens3.1 172.16.1.252 172.16.1.254
ens3.2 172.16.2.252 172.16.2.254
tun0 10.1.0.1 -

tunl 10.2.0.1 -
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--/etc/sysconfig/network-scripts/route-ensi--
default via 192.0.2.254 dev ensl table 200

--/etc/sysconfig/network-scripts/route-ens2--
default via 172.16.0.254 dev ens2 table 201

--/etc/sysconfig/network-scripts/route-ens3.1--
172.16.1.0/24 dev ens3.1 src 172.16.1.252 table 123456
default via 172.16.1.254 dev ens3.1 table 123456

--/etc/sysconfig/network-scripts/route-ens3.2--
172.16.2.0/24 dev ens3.2 src 172.16.2.252 table 123457
default via 172.16.2.254 dev ens3.2 table 123457
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--/etc/sysconfig/network-scripts/rule-ensl--
from 192.0.2.0/24 table 200 priority 1

--/etc/sysconfig/network-scripts/rule-ensi--
from 10.1.0.0/21 table 201 priority 2

--/etc/sysconfig/network-scripts/rule-ens3.1--
from 10.2.0.5 table 123456 priority 3

from 10.2.0.6 table 123456 priority 4

from 10.2.0.7 table 123456 priority 5
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--/etc/sysconfig/network-scripts/rule-ens3.2--
from 10.2.0.8 table 123457 priority 6
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--/etc/firewalld/direct.xml--
<?xml version="1.0" encoding="utf-8"?>
<direct>
<rule priority="0" table="nat" ipv="ipv4" chain="POSTROUTING"
>-s 10.1.0.0/21 -o ens2 -j SNAT --to-source
172.16.0.252</rule>
<rule priority="0" table="nat" ipv="ipv4" chain="POSTROUTING"
>-s 10.2.0.0/16 -o ens3.1 -j SNAT --to-source
172.16.1.252</rule>
<rule priority="0" table="nat" ipv="ipv4" chain="POSTROUTING"
>-s 10.2.0.0/16 -o ens3.2 -j SNAT --to-source
172.16.2.252</rule>

</direct>
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#!/usr/bin/perl
($server, $depth, $x509) = Q@ARGV;
if ($depth == 0) {
if ($x509 !~ /0=Kyoto University,/ || $x509 !~ /0U=Kyoto
University Integrated Information Network System,/) {
exit 1;
}
if ($server == 1 && $x509 =" / CN=([",]1+)/) {
$cn = $1;
if (! -e ’/etc/openvpn/server/ccdl/’.$cn) {
exit 1;
}
}
exit 0;
exit 0;
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--/etc/openvpn/server/openvpnO.conf -~
local 192.0.2.1

port 443

proto tcp-server

dev tunO

ca /etc/pki/tls/certs/ca.cer

crl-verify /etc/pki/tls/certs/fullcrlgd.crl

cert /etc/pki/tls/certs/server0.cer

key /etc/pki/tls/private/server0.key

dh /etc/pki/tls/private/dh2048.pen

script-security 2

tls-verify "/etc/openvpn/scripts/verify-cn-kuins.pl 0"
tls-version-min 1.2

topology subnet
server 10.1.0.0 255.255.248.0

push "dhcp-option DNS [DNS 1]"

push "dhcp-option DNS [DNS 21"

push "redirect-gateway defl bypass-dhcp"
keepalive 10 120

compress 1z4-v2

push "compress 1z4-v2"

max-clients 500

tcp-queue-limit 512

persist -key

persist-tun

log-append /var/log/openvpn/openvpnO.log
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--/etc/openvpn/server/openvpni.conf -~
local 192.0.2.2

port 443

proto tcp-server

dev tunl

ca /etc/pki/tls/certs/ca.cer

crl-verify /etc/pki/tls/certs/fullcrlgé.crl

cert /etc/pki/tls/certs/serverl.cer

key /etc/pki/tls/private/serverl.key

dh /etc/pki/tls/private/dh2048.pen

script-security 2

tls-verify "/etc/openvpn/scripts/verify-cn-kuins.pl 1"
tls-version-min 1.2

topology subnmet
server 10.2.0.0 255.255.0.0
client-config-dir /etc/openvpn/server/ccdl

push "dhcp-option DNS [DNS 2]"

push "dhcp-option DNS [DNS 11"

push "redirect-gateway defl bypass-dhcp"
keepalive 10 120

compress 1z4-v2

push "compress 1z4d-v2"

max-clients 500

tcp-queue-limit 512

persist-key

persist-tun

log-append /var/log/openvpn/openvpnl.log
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--/etc/openvpn/server/ccd1/id1@123456 -~
ifconfig-push 10.2.0.5 255.255.0.0

--/etc/openvpn/server/ccdl/id20123457 --
ifconfig-push 10.2.0.8 255.255.0.0
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